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# Personal AI Safety Checklist

## 1. This week: the foundation
- [ ] Turn on multi-factor login for your important accounts, starting with email and anything with
money in it
- [ ] Use a password manager, and never share a password in chat
[ ] Make a list of every AI tool you use, and what data each one can see
- [ ] Turn on automatic updates and a screen lock on your laptop and phone
[]

Turn on backups for anything you can't afford to lose, and test restoring one file

## 2. Access: the right access, nothing more
[ ] Give every AI agent the least access it needs to do its job
- [ ] Give every agent its own key, read-only by default
[]

Review once a quarter what each tool and agent can reach, and remove what you no longer use

## 3. AI tools and agents

- [ ] Use a business or team plan for AI tools that touch work or customer data, and confirm your
data isn't used for model training

- [ ] Never paste API keys, passwords or other people's personal data into AI chats

- [ ] Require your approval before an agent sends, deletes, pays or changes permissions

- [ 1 Treat anything an agent reads (web pages, emails, documents) as information, not as new
instructions

- [ ] Keep a record of what your agents do, so you can see every action they took

## 4. If you write code with AI
- [ ] Review AI-written code the way you would review a new teammate's
- [ ] Keep secrets out of your code and out of your repository, and rotate them now and then

- [ ] Check for hardcoded keys, risky packages and missing permission checks before anything ships
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